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Summary 

•    Risk and uncertainty 
•  Framing 
•  Anchoring 
•  The power of story 
•  “Uniform reporting of benefits and harms” 
•  Deeper uncertainty 
•  ‘Confidence’ in analyses 
 
 
  





Risk and uncertainty 

•    Impossible to get agreed definitions 
•  I will broadly use 

Risk   
-  statements about the hazard  

-  (generally numerical) 
[aka uncertainty about the outcome] 

 

Uncertainty  
– statements about the analysis of the risks 

(not numerical) 
[aka deeper uncertainty] 

 
 
  



Framing of numbers 

  



Can we stop media picking on most extreme 
case  
– “could be as high as…” 



DEFRA framing 
 

“very unlikely to be greater than” 



Anchoring 

  



“Cone of Uncertainty” for hurricane 
warnings 



2011: Hurricane Irene 



Metaphor of ‘possible 
futures’ 

  



2011: NBC News for Hurricane Irene 

‘Possible 
futures’ 

metaphor 



Bank of England Fan Charts 

  



Bank of England Fan Charts 

•  If economic 
circumstances 
identical to 
today’s were 
to prevail on 
100 occasions 
… 

•  Consequently, 
GDP growth is 
expected to 
lie somewhere 
within the 
entire fan on 
90 out of 100 
occasions 



Can compare with what happened 



The power of 
metaphor / story 

  







JBS3 heart age 



•  “Consider the offer” 
•  Presents pros and cons 
•  Does not make recommendation 
•  ‘Uniform reporting of harms and 

benefits 

New UK Cancer Screening 
leaflets, 2013 



Public engagement through Citizens’ Jury 



Now in GCSE Maths syllabus:  





A numeracy paradox? 

  
•  Leaflets optimised for people with low 

numeracy 
 
•  Those people tend to be less interested in 

shared-care / informed-choice 
 



• Understand concerns/beliefs of 
audiences 

• Have humility to admit uncertainty 
• Build trust by being trustworthy 
• Treat audiences with respect 
•  ‘One size does not fit all’ 
• Use of metaphor/analogy/story 
• Transparent/balanced format for any 

numbers 

Brief comments on  
2-way risk communication 



• We can use models and data to assess 
probabilities of future events 

• But 
– We only model what we can, and choose to, model 
–  “All models are wrong” 
– Assessments are contingent on assumptions 
– Strong role of judgement 

• Numbers are constructed 
• Need due humility 

Numbers 



Object of uncertainty 
Specification Events Parameters / 

inputs 
Models ‘Values’/

losses 
Denial 

(certain) 
“we are 

certain what 
will happen” 

“we know how the world works” “we all agree 
on what’s 
important” 

Probability 
distribution 
(confident) 

Specified 
aleatory 

distribution 

Epistemic 
distribution 

Model 
probabilities 

List  
(cautious) 

List of 
scenarios 

Possible values Possible 
models  

Different 
opinions 

Specified 
inadequacies 

(doubtful) 

“we don’t 
know how to 
model these 

possible 
events” 

“there are 
other possible 

inputs” 

“we know our 
models have 
left out these 

factors” 
 

Others may 
disagree 

Unspecified 
inadequacies 
(ignorant) 

Be ready for 
surprises 

We don’t know what’s going on 



Separate  

 
probability  

 
from underlying quantity/quality of 

 

 evidence 
 
Strong legal analogies: cannot convict on 
probability alone, need substantial evidence 

Probability and evidence 







Words of Estimative Probability 
(WEP) 

• NIC scale of likelihood and 
confidence 



•  Michael Morell, deputy director of the CIA    
"Mr President, if we had a human source who 
had told us directly that Bin Laden was living 
in that compound, I still wouldn't be above 
60%” 

•  President “In this situation, what you started 
getting was probabilities that disguised 
uncertainty as opposed to actually providing 
you with more useful information." 



Says  
1)  experts should combine their multiple assessments before passing to 

decision-maker     L 
 
2)  “assessments of confidence are most useful when they indicate the extent 

to which estimative probability might shift in response to newly gathered 
information”         J 



How can we communicate deeper uncertainties 
due to the limitations of the evidence? 

Part of (old) GRADE scale used in Cochrane Collaboration and 
25 other organisations to assess confidence in estimates of 
medical treatment effects 



My personal star rating system 
for evidence 

**** We understand the underlying process. 
 
Although we cannot predict what is going to happen, we can 
provide good numerical assessments. 

*** We are reasonably confident in our analysis. 
 
We can expect numbers to change as we learn more, but not 
sufficient to justify major policy shifts. 

** New evidence could have a substantial impact on our 
assessment, although no major new surprises are expected. 
 
We encourage a robust decision-making approach with some 
precaution and adaptivity. 

* We have very limited understanding of the process or 
possibilities. 
 
Resilience to unexpected occurrences is called for. 
 



Crises 

  



John Krebs in the BSE crisis 

•  We do not know whether BSE has got into sheep. 
         [acknowledging uncertainty] 
•  We are on the case. Here is what we are doing to 

try to find out. 
         [reducing uncertainty] 
•  In the meantime we are not advising you to stop 

eating lamb. But if you are worried about it, 
change your diet. 

         [self-efficacy, apply own risk-thresholds] 
•  We shall get back to you when we have worked 

more on establishing the actual uncertainty and 
risk. 

           [precaution as temporary step, adaptable] 





1990: John Gummer – 
‘beef is safe’ 

1992: three cows in 
every 1,000 in Britain 
had BSE 
 
1996: government 
admits link between 
BSE and the human 
form of the disease, 
new variant CJD 



•  Seek transparency and ease of 
interrogation of any model 

•  Clear expression of the provenance of 
assumptions 

•  Acknowledge multiplicity of viewpoints 
•  Communicate the estimates with humility 
•  Communicate the uncertainty with 

confidence. 
•  Fully acknowledge the role of judgement.  

Policy advice in an ideal world… 



Why bother to communicate well? 

  
 

  

•  Duty 
•  To cover yourself 
•  Prevent problems 
•  Ethics 
•  Breeding “immunity to misleading anecdote” 



Confidence in analyses 

•  ‘Confidence’ usually thought to depend on 
available evidence 

•  But crucially depends on what might be available 
•  Consider an unknown quantity θ	

•  [θ might be an ‘unknown risk’ – what we would 

conclude with all potential info]	

•  Estimate and uncertainty about  expressed as 

E[θ] and V[θ] 
•  These quantities would become E[θ|X] and V[θ|X] 

if we had an extra info X 
•  We may feel lack of confidence if E[θ|X] and V[θ|

X] are very different from E[θ] and V[θ] 



Confidence in analyses 

•  If using full, believed-adequate model, then 
potential influence of X is taken account of, since 

                 E[θ]   =  EX[ E[θ|X] ] 
 
[current estimate is the mean of what we expect that estimate to become on receipt 
of further info] 
 

                 V[θ]   = EX[ V[θ|X] ] + VX[ E[θ|X] ] 
 
[current uncertainty is ‘mean of what we expect that uncertainty to become on 
receipt of further info’ + ‘the uncertainty about what the estimate might become’] 

•  But if have not fully included X in the model 
(acknowledged inadequacies), these potential 
changes are not included 

•  So feel uncomfortable 






